Request to Use Biometric Data

Introduction

Due to the unique and immutable nature of biometric data, any deployment of technologies using biometric data for identification and/or authentication purposes must be specifically approved by the University’s Chief Information Security Officer, using the Request to Use Biometric Data form.
Note that approval for the use of biometric technologies at the University takes into account many factors, including but not limited to, reason for the biometric technology deployment, security needs, type of biometric data used, planned protection measures, placement of biometric technologies, and the technical specifications of the planned technologies.  Departments, units, or individuals requesting to use biometric data are expected to work with ITSP to ensure data handling and implementation are appropriately addressed for the installation.  
Requester Information

Once completed, please send this form to the ITSP Information Assurance Director, Karen Monkhouse, via Filelocker.

Name: 
Department:
Contact Information:
Timeline for biometric technology project deployment:

Biometric Application and Purpose:


Vendor Information

Vendor of Hardware:


Vendor of Software:


Data Information
Type of biometric data being used (e.g., fingerprints, hand geometry, retina and iris patterns, voice waves, signatures, facial patterns):






Location of use (include information on the location of reader devices and other IT Resources storing the biometric data, where possible, include infrastructure pictures):



Why is the biometric technologies deployment necessary? (Be sure to describe what is being protected by using a biometric data technology.  Please also include justification for the use of biometric data security as opposed to other security protections not relying on the use of biometric data):


What population will be impacted by this biometric technology deployment?  (Will biometric data be collected from students, faculty, or staff?)


Describe the process in which biometric data is collected:



Describe how biometric data will be stored (include technical information regarding hashing of biometric data, confirm that no biometric images are stored, how/where is the key stored, etc.):


Describe the process in which the biometric data is handled, and where and with whom biometric data is shared:


Describe how devices collecting and storing biometric data are secured and checked to ensure that they are not tampered with:


Describe the process in which any other confidential data (e.g., PIN, password, or other user credential) is handled for authentication and authorization:


Describe how biometric data will be destroyed when it is no longer needed:


Describe how devices collecting and storing biometric data will be destroyed when they are no longer needed:


Describe remediation procedures in the event of a breach of or loss of biometric data: 





Approval/Conditions:


Karen Monkhouse, Director, IT Security & Policy, Information Assurance

________________________________________________________Date____________


Greg Hedrick, Chief Information Security Officer 

________________________________________________________Date____________


IT Security & Policy
3495 Kent Avenue, Suite 100
West Lafayette, IN  47906
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