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Introduction

• Radioactive material and radiation generating device use at nonnuclear
facilities, such as academic institutions and hospitals, are common practice.
• Securing radioactive sources has become increasingly important given the
rising threat of radiological terrorism.
• While radiation safety has long been established in most applicable
industries, the importance of nuclear and radiological source security has
lagged behind in nonnuclear material specific industries, such as academic
institutions and medical facilities.
• Nuclear security culture, strong or weak, helps determine protection
against malicious acts leading to unacceptable radiological conditions or
other adverse situations.
• The purpose of this project is to develop a nuclear security potential risk
index (PRI) for nonnuclear (radiological) facilities.
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Risk
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RISK – PROBABLE 
FREQUENCY AND 

PROBABLE MAGNITUDE
OF FUTURE LOSS!

IN OTHER WORDS, HOW 
FREQUENTLY 

SOMETHING BAD IS 
LIKELY TO HAPPEN AND 

HOW MUCH LOSS IS 
LIKELY TO RESULT. 

RISK ANALYZED WITHIN 
OTHER PROFESSIONS 
BUT NOT MUCH HAS 
BEEN DONE IN THE 

SECURITY OF 
RADIOACTIVE 
MATERIALS!!

DECOMPOSITION OF RISK 
INTO ITS COMPONENTS -

>REASONABLE 
JUDGEMENT



Risk Component Landscape

• Assets
• Radioactive sources have a wide range of 

characteristics (such as activity) that make them 
attractive in varying degrees to adversaries.

• Sources are categorized based on the potential to 
cause harm if used for malicious purposes. 

• CAT 1 : Teletherapy, irradiator, Gamma knife ~6000Ci

• CAT 2: HDR brachytherapy sources

• CAT 3: LDR brachytherapy sources

• CAT4: High activity sources, check sources

• CAT 5: Nuclear medicine, PET short half-life sources
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Risk Component Landscape

• Threats
• Suspected or actual theft of a radioactive source

• Unauthorized intrusion into  a source storage area

• Unauthorized access to or unauthorized use of a source

• Sabotage of the device

• Theft during transport of radioactive material

• Failure or loss of security systems that are essential to the protection of 
radioactive sources. 

• Security breach. 
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Decomposing Risk
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RISK

Probable Loss 
Magnitude

Loss Event 
Frequency

R = P *C
where R= Risk, P=Probability, C= Consequences



Decomposing Risk
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RISK

Probable Loss 
Magnitude

Loss Event 
Frequency

R = P *C
where R= Risk, P=Probability, C= Consequences



Risk Taxonomy
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Vulnerability

Loss Event 
Frequency

Threat Event 
Frequency

Probability  of 
Action

Contact Frequency Threat CapabilityControl strength

Probable frequency, within a given timeframe that 
a threat agent will act against an asset

Probability that a threat agent will act 
against an asset once contact occurs

Probability that an asset will be unable to resist the 
actions of a threat agent

Probable level of force that a threat agent 
is capable of applying against as asset.Resistance or safeguards



Conceptual Framework for Risk Index
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Factors influencing university hospital risks (Loss event frequency)

Assets Threat 
Scenario 

Probabilities 
Crime

Power 
Outage

Natural 
Disasters

Geological 
calamity

Hydrological 
calamity 

Meteorological 
calamity

Property 
crime

Violent 
crime

Security 
Culture/Human 

factors

Threat events Vulnerability

UNIVERSITY HOSPITAL POTENTIAL RISK INDEX (PRI)



Conceptual Framework for Risk Index
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Probable Loss 
Magnitude

Population/Demographics 
affected (within 20 mile 

radius)

Nearby cities 
impacted (within 20 

miles)



Conceptual Framework for Risk Index
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Probable Loss 
Magnitude

Population/Demographics 
affected (within 20 mile 

radius)

Nearby cities 
impacted (within 20 

miles)

• Difficult to quantify
• Requires assessment
• Results used to 

develop a quantifiable 
input (scaling factor) 
for the model



Methods

• Surveys and interviews are the primary tools used for initially assessing nuclear 
security culture.
• “The assembly of characteristics, attitudes and behaviors of individuals, organizations and 

institutions, which serve as a means to support and enhance nuclear security”

• Focus of this presentation on nuclear security culture assessment at a comprehensive 
university (also performed at a medical center)
• Developed survey tools and interview questions
• Two surveys conducted - one for radiation users and one for entire campus

• Radiation users
• Questions segregated into five categories: awareness, policy, enforcement, leadership, and behavior (39 

questions plus demographics)
• 16% response rate

• Campus
• Questions primarily focused on general awareness of safety and security (14 questions plus demographics)

• 15% response rate
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Methods
• Surveys developed from the following guidance documents:
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Methods
• Surveys developed from the following guidance documents:
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WINS – Security Culture Maturity Scale



Methods

Awareness category survey questions used for university nuclear security culture assessment.
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Awareness Questions Strongly 
Agree 

Agree Somewhat 
Agree 

Neither 
Agree 
nor 
Disagree 

Somewhat 
Disagree 

Disagree Strongly 
Disagree 

Purdue University has in place written policies, 
rules, or procedures for termination of 
employment as they pertain to security. 

1 2 3 4 5 6 7 

Action is taken by Purdue University when 
nuclear and radioactive material security 
performance does not meet expectations. 

1 2 3 4 5 6 7 

I know how the security aspects of my 
work/research fit into the broader picture of 
security at Purdue University. 

1 2 3 4 5 6 7 

Processes are in place to identify the mandatory 
security requirements applicable to me. 

1 2 3 4 5 6 7 

I clearly know the difference between safety and 
nuclear and radioactive material security. 

1 2 3 4 5 6 7 

Nuclear and radioactive material security is as 
important as safety. 

1 2 3 4 5 6 7 

Threats on nuclear and radioactive material 
security are increasing domestically and globally. 

1 2 3 4 5 6 7 

Purdue University is ready to respond 
appropriately to nuclear and radioactive material 
security threats. 

1 2 3 4 5 6 7 

 



Methods

Awareness category survey questions used for university nuclear security culture assessment (radiation users).
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Results – Radiation Users

• Overall, the survey responses were in 
consensus among all four categories 
of the nuclear security survey 
assessment.
• The range of response in all four areas 

varied between 2 and 3
• Leadership category questionnaire 

statements (!"= 2.75, “somewhat 
agreement)
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Response mean by nuclear 
security category

RANE, S., HARRIS, J., FOSS, E. and SHEFFIELD, C. Nuclear and Radiological Source Security Culture Assessment of Radiation Users at a University. Health Phys 115 4 (2018) 637-645.



Results - Radiation Users
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Nuclear Security awareness by 
years of experience

Nuclear security category 
response by years of experience

• 2 to 5 y of experience in handling
radioactive material appeared to
have the highest level of nuclear
security awareness, as evidenced
by their attitudes toward the
difference between nuclear
security and safety, written
policies and procedures related
to security, and the overall
importance of security-related
threat and response.

• Radioactive material users with
more experience felt the need to
strengthen the overall assembly
of characteristics in all four
categories of nuclear security to
enhance awareness in the
university setting



Results - Radiation Users
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• Correlation
• Absence of expected trend of increased nuclear security awareness with an increase in work classification,
age, or years of experience as a radioactive material user.

• Mean response results between all four categories showed a strong positive correlation with each other,
followed by a moderate-to-strong correlation between age and work classification and age and years of
experience as a radioactive material user, as expected.

• No linear relationship found between the individual’s response to a series of nuclear security questions
and the associated cross section of experience, work position, and skills.



Results - Radiation Users
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• Interviews
• 10% of survey respondents participated
• Most student participants struggled to distinguish nuclear security from nuclear safety.
• Faculty interviewee responses aligned with the surveys
• Senior management personnel considered nuclear security secondary to safety
• Overall knowledge of nuclear security was very superficial.

• Cumulative response findings from surveys and interviews identified personnel, especially
those with a well-developed knowledge of and practice in radiation safety, have taken
nuclear security for granted.



Results - Campus
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• Focus on understanding general awareness of radioactive and nuclear material safety and security by
non-radiation users.

• Determine predictors of response (awareness) of general campus population
• Demographics: age, gender, education level, nationality, ethnicity, university classification (student,

staff, faculty, etc.)
• Overall trend: awareness increased with increasing age, education, experience
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Results - Campus
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• Chi-square test
• P-value less than or equal to 0.05,
then variables can be regarded as
dependent and/or related

• Strong evidence that demographics
values are dependent or related.
This is a important step to complete
the Multivariable Regression

Chi-Square test: Demographics Variables 
Categorial Variables Value df P-value

Age vs. Degree 4501.618 30 ≤0.001

Age vs. Gender 2237.575 24 ≤0.001

Age vs. Ethinicity 2232.01 240 ≤0.001

Age vs. Nationality 2164.053 504 ≤0.001

Age vs.Work status 4577.85 36 ≤0.001

Degree vs. Gender 2227.448 20 ≤0.001

Degree vs. Ethnicity 2200.247 200 ≤0.001

Degree vs. Nationality 2164.92 420 ≤0.001

Degree vs. Work Status 4277.279 30 ≤0.001

Gender vs. Ethnicity 2180.026 160 ≤0.001

Gender vs. Nationality 1937.707 336 ≤0.001

Gender vs Work Status 2229.105 24 ≤0.001

Ethnicity vs Nationality 3605.082 3360 0.002

Ethnicity vs Work Status 2161.018 240 ≤0.001

Nationality vs. Work Status 2085.94 504 ≤0.001



Results - Campus
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• ANOVA Regression
• Indicates the overall effect between the demographic

variables in the mean scores.
• If P-value is less than or equal to 0.05, then variables

have statistical significance - there are demographic
variables that are dependent or related.

• Age, Gender, Ethnicity, and Nationality were
significant. These demographics had an effect in the
survey responses.

• Post hoc analysis performed to predict responses.
• Age: Only the groups 18-21; 31-40 and 50+ presented

significance
• Gender: Only Female and Male gender differences were

significant
• Ethnicity: Asian ethnicity scored significantly different than

White.
• Nationality: North America only presented significance

difference from Central and Southern Asia with Central and
Southern Asia reporting more General Awareness than North
America

ANOVA Regression for General Awareness

Source

Type III 
Sum Of 
Squares 

Value df
Mean 

Square P-value
Corrected Model 66.479a 31 2.144 <0.001

Age 10.782 5 2.156 0.001

Degree 3.180 4 .795 0.175

Gender 21.041 3 7.014 <0.001

Work Status 2.890 5 .578 0.329

Ethnicity 13.510 7 1.930 <0.001

Nationality/Continent 9.070 7 1.296 0.012

R Squared =0.050 ( Adjusted R Square =0.038)



Conclusions

• In this assessment, integrated inferences from completed surveys and 
interviews implied the necessity to foster training in nuclear security 
across all groups and likewise encourage the leaders to cultivate a 
security conscious environment.
• Results also reveals the weakness in effective communication of the 

importance of nuclear security across the institutions.
• Results are being compared with those performed at a large hospital 

(and one other university and hospital in progress), to develop a risk 
factor that will be integrated into the overall risk index being 
developed.
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Thank You!

Questions?


