Avoiding Scams After a Disaster

A reference sheet for Indiana residents and Extension Professionals
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After a storm or flood, scammers move in fast — posing as contractors, charities, government
workers, insurance adjusters, and lenders. This sheet shows the scams to expect, how to check
who you are dealing with, and where to report fraud.

Safety comes first. This sheet is about scams. Before you clean up or start repairs, review disaster
safety and recovery guidance at INdiana PREPared and the EDEN Resource Dashboard.

Know the scams and their warning signs

Storm-chaser contractors

Uninvited; “discount today only”; wants cash or full
payment up front. See the Attorney General’s
“Double Check” brochure.

Government imposters
“FEMA” staff charging fees or wanting bank details.
Real staff carry photo ID and never ask for money.

Price gouging

Steep markups on repairs, supplies, or lodging after
a disaster. Document prices and report to the
Attorney General.

Flood-damaged cars

Cleaned-up “flood cars” resold after high water.”
Check the VIN and have a mechanic inspect before
buying.

Fake charities

Pressure to give right now by gift card, wire, or
crypto — often by text or social post." Verify first at
charitynavigator.org.

Insurance schemes

Fake adjusters, offers to “speed up” your claim, and
requests to sign over your insurance check or assign
your claim.

Mortgage & “investor” offers
“Foreclosure relief” for a fee, or lowball cash offers
for damaged homes.” Talk only to your own servicer.

Identity theft

Fake “aid applications” harvest Social Security and
bank numbers. Apply for federal aid only at
DisasterAssistance.gov.

Check the contract | Indiana Home Improvement Contracts Act, IC 24-5-11 — read the law

Indiana law is on your side.” Any home improvement contract over $150 must be in writing. The
contractor must sign it before you sign or pay any deposit, and must give you a signed copy immediately. A
contractor who refuses a written contract is already violating state law — a deceptive act the Attorney

General or you can act on.

Is it in writing? Required over $150.

Are both names and addresses listed?

Is the scope specific — materials, quantities?
Total price stated, payments tied to milestones?
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Are there start and completion dates?

6. Did the contractor sign first, before any deposit?
7. Any blank spaces? Never sign with blanks.

8. Asked to sign over an insurance check? Do not.
9. Does it say who pulls permits?

10. Did you get a signed copy right away?

You also have aright to cancel. For contracts signed after June 30, 2017, Indiana law (IC 24-5-11-10.6)
gives you three business days to cancel any home improvement contract, counted from signing — or, for
insurance-funded work, from the later of signing or your insurer’s final written coverage determination. The
contractor must attach a Notice of Cancellation form. Oral promises do not exist: get every change in

writing, signed by both parties.

General consumer information, not legal advice — consult an attorney about your own situation.
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https://www.purdue.edu/engineering/ABE/INPREPared/
https://resources.extensiondisaster.net/
https://www.in.gov/attorneygeneral/consumer-protection-division/files/Storm-Chasers-webversion_4_24.pdf
https://www.aces.edu/blog/topics/disaster-home-family/how-to-spot-and-avoid-disaster-scams/
https://www.charitynavigator.org
https://www.fema.gov/assistance/individual/disaster-fraud
https://www.indianaconsumer.com
https://ncdisaster.ces.ncsu.edu/news/beware-of-potential-recovery-scams/
https://www.consumerfinance.gov/ask-cfpb/how-do-i-avoid-scams-and-fraud-after-a-disaster-en-1529/
https://files.hudexchange.info/resources/documents/OHC-DR-Toolkit-Avoiding-Post-Disaster-Scams-and-Fraud.pdf
https://www.disasterassistance.gov
https://law.justia.com/codes/indiana/title-24/article-5/chapter-11/
https://edis.ifas.ufl.edu/publication/DH219
https://www.indianaconsumer.com
https://www.indianaconsumer.com
https://law.justia.com/codes/indiana/title-24/article-5/chapter-11/section-24-5-11-10-6/
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Verify, then report | check first — then report fraud, starting local

Verify: is the business registered? Verify: licensed and bonded?

INBiz, Secretary of State. Free, no login. Watch for a| Indiana has no statewide general-contractor license
very recent creation date or “Admin Dissolved” — check with your local building department. Ask for
status. proof of license, insurance, and bond; customer

bsd.sos.in.gov/publicbusinesssearch - inbiz.in.gov | references you actually call; and years in business.’

Report locally first File a consumer complaint
Tell local law enforcement about scams even when | Indiana Attorney General, Consumer Protection
no arrest is likely — they can warn the whole Division. Send copies, never originals.

community fastest. Use the non-emergency line, or | indianaconsumer.com - 1-800-382-5516
911 for a crime in progress.

Report FEMA fraud or imposters Report DHS program & contract fraud
FEMA Disaster Fraud Hotline, staffed 24/7 — for DHS Office of Inspector General — for fraud
people posing as FEMA staff or misuse of FEMA aid.| involving DHS funds and contract or procurement
1-866-720-5721 - StopFEMAFraud@fema.dhs.gov | fraud.

1-800-323-8603 - hotline.oig.dhs.gov

Report a scam federally Report identity theft
Federal Trade Commission. IdentityTheft.gov, FTC — report misuse of your
reportfraud.ftc.gov - how-to video information and get a step-by-step personal recovery
plan.
identitytheft.gov

If you have already paid someone

Being targeted after a disaster is common and it is not your fault. Acting quickly improves the odds of
recovering money — take these steps in order:

1. Stop further payments. Contact your bank or card issuer right away and ask about disputing the
charge or stopping the check. Credit cards are the easiest to reverse; wire transfers, gift cards, and crypto
are the hardest, so report those fastest.

2. Gather what you have. Contracts, estimates, receipts, texts, business cards, license plates, photos of
the work, and any name or number you were given.

3. File a complaint. Indiana Attorney General at indianaconsumer.com or 1-800-382-5516. For
FEMA-related fraud, the FEMA Disaster Fraud Hotline at 1-866-720-5721. Report to local law enforcement
as well.

4. Watch your accounts and credit. Monitor statements for unauthorized transactions and pull your free
credit reports.’ If your information may be compromised, place a free credit freeze with all three bureaus —
see the CFPB credit-freeze guide.

5. Tell your insurer. If the work was tied to a claim, notify your insurance company promptly —
substandard or unfinished work can affect your coverage.

6. Warn your neighbors. Crews that target one household usually work a whole street. Alert your
neighborhood group and your county Extension office.

This sheet is not legal advice. Your contract, your policy, and your facts all matter — talk with a
licensed attorney before you sue, sign a settlement, or give up a claim. Free or reduced-cost civil legal
help may be available to eligible Hoosiers through Indiana Legal Services or Indiana Legal Help.
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https://inbiz.in.gov
https://www.extension.iastate.edu/Documents/Flood/HiringContractorsAfterDisaster.pdf
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https://www.consumerfinance.gov/ask-cfpb/what-is-a-credit-freeze-or-security-freeze-on-my-credit-report-en-1341/
https://www.indianalegalservices.org/
https://indianalegalhelp.org/
mailto:inprepared@purdue.edu

References and Resources E PURDUE | :cnsion

Indiana, federal, and Cooperative Extension sources UNIVERSITY.

Start here — safety during cleanup and recovery

INdiana PREPared EDEN Resource Dashboard
purdue.edu/engineering/ABE/INPREPared resources.extensiondisaster.net

Purdue’s disaster hub: hazard pages for floods, wind| Searchable preparedness and recovery materials
and tornadoes, heat, and winter storms, plus from land-grant universities, FEMA, and Extension
PREPnNotes, PREPcIip videos, and volunteer partners in all 50 states.

cleanup safety briefings.

Indiana — scam help

Find your county Extension office
extension.purdue.edu/about/county-office.html
Local educators can connect you with recovery resources and answer questions.

Indiana Attorney General — “Double Check Before You Write a Check” storm-chaser brochure
in.gov/attorneygeneral/consumer-protection-division — direct PDF
Printable flyer on hiring a contractor: red flags, contract musts, and the one-third down-payment rule.

Indiana DHS — Get Prepared: Scams

in.gov/dhs/get-prepared/general-safety/scams/

State scam guidance with a printable tip sheet. Note for Extension Professionals: its “Do’s and Do Not's” list has no
divider, so “Pay in full for services before work begins” reads as advice — retype rather than copy.

Federal — scam help and charity verification

DisasterAssistance.gov FEMA — Disaster Fraud

disasterassistance.gov fema.gov/assistance/individual/disaster-fraud

The official federal aid portal. Apply here and FEMA never charges application fees.

nowhere else.

FTC — How To Avoid Scams After Weather CFPB — Avoiding Scams and Fraud After a
Emergencies and Natural Disasters Disaster

consumer.ftc.gov - hub: consumerfinance.gov/ask-cfpb
ftc.gov/WeatherEmergencies Imposters, mortgage relief, robocalls, credit freezes.

Public domain. The hub adds a customizable
one-page handout for local distribution.

FCC — After Storms, Watch Out for Scams HUD — Avoiding Post-Disaster Scams and Fraud
fcc.gov — consumer guide hudexchange.info — direct PDF

Spoofed flood-insurance robocalls; charity scams. Mortgage-servicer scams; “flood car” resales.
Check a charity before donating Confirm tax-exempt status & registration
charitynavigator.org - guidestar.org - give.org irs.gov tax-exempt search - nasconet.org

Cited Resources

Alabama Extension, “How to Spot and Avoid Disaster Scams” — phishing, payment red flags. aces.edu

NC State Extension, “Beware of Potential Disaster Recovery Scams” — investor offers. ncdisaster.ces.ncsu.edu

HUD Exchange, “Avoiding Post-Disaster Scams and Fraud” — flood-damaged vehicles. hudexchange.info

UF/IFAS Extension, “Avoiding Fraud and Deception” (EDIS DH219) — contracts. edis.ifas.ufl.edu

lowa State Extension, “Hiring Contractors after a Disaster” — 8-criteria selection worksheet. extension.iastate.edu — PDF
UW-Madison Extension, “Keep Your Financial Information Safe” — credit freezes. finances.extension.wisc.edu
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